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1. Overall Description:

CN1 thanks CN3 for their liaison statement concerning the identification of source IP address information available in the PCF in order to apply as a packet classifier over the Go interface.
SA2 has already answered the LS from CN3 and has proposed a solution in SA2-022045/N1-021539. Namely SA2 is considering that terminals shall use the same 64 bits IPv6 address prefix of the source address for outgoing packets as the prefix of the destination address supplied for incoming packets.

CN1 agrees that the solution proposed by SA2 limits the potential for fraud. However, CN1 has also identified some limitations in the proposed solution:

First, the limitation proposed by SA2 cannot be enforced on non-3GPP hosts (or on 3GPP hosts using non-GPRS access, e.g. WLAN). This means that a non-3GPP host using different 64 bits IPV6 prefixes for the source (i.e. outgoing packets) and destination (i.e. incoming packets) IP addresses would not be able to exchange media with a 3GPP UE.

Additionally there maybe scenarios where different 3GPP UEs share the same 64 bits IPv6 address prefix. This would be for example the case of several UEs behind a mobile router (they all use the 64 bits IPv6 address prefix allocated to the mobile router by the 3GPP network). In this case the 64 bits IPv6 address prefix does not identify a specific UE. So the fraud potential is not completely eliminated (although it is reduced).

2. Actions:

To CN3 group.

ACTION: 

CN1 asks CN3 to take into account the above considerations when making a decision on how to specify the source IP address and port numbers in the PCF for the packet classifier.
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